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The E-ISAC’s Vision
To be a world-class, trusted source of 
quality analysis and rapid sharing of security 
information for the electric industry. 

Products and Services

• Secure portal supporting collaboration in a
virtual team environment

• Data analytics and analysis

• Reports focused at different levels from
analysts to executives

• Cyber and physical bulletins

• Malware drop box

• Industry Engagement Program (IEP)

• Cross-sector shares

• Vulnerability reports

• Monthly webinars

• Critical Broadcast Program

• Unclassified threat workshop

• Biennial grid security exercise (GridEx)

• Annual grid security conference (GridSecCon)

• Cybersecurity Risk Information Sharing
Program (CRISP)

• Cyber Automated Information Sharing System
(CAISS)



Who can join?
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The E-ISAC Mission
The E-ISAC reduces cyber and physical security risk 
to the electricity industry across North America by 
providing unique insights, leadership, and collabo-
ration.

All electricity asset owners and operators and select 
government and cross-sector partners in North Ameri-
ca may participate in E-ISAC activities. Suggested mem-
bers include: 
 •  Chief security officers
 •  Security directors and supervisors
 •  General managers of local utilities
 •  Physical and cyber security analysts
 •  Intelligence and information analysts 

Membership is free.

Why participate?
The E-ISAC supports the electricity industry in North 
America. Information that members share with the 
E-ISAC helps create an understanding about security 
threats that may impact the industry. With this infor-
mation, the E-ISAC can provide industry with analysis 
focused on industry concerns. E-ISAC members 
receive:
 •  Customized situational awareness on security  
      threats (Including immediate notifications)
 •  Physical security and cyber security bulletins
 •  Remediation and mitigation advice
 •  Task force reviews
 •  Upcoming security events
 •  Other security-specific resources

How to Join?
Register and be vetted for an E-ISAC portal account at: 
www.eisac.com 

 •  Scanning and brute force activity
 •  Network and host indicators of compromise
 •  Phishing emails
 •  Denial-of-service attacks
 •  Malware samples and analysis
 •  Vulnerability probing and exploitation activity
 •  Observable activity such as threat actor tactics,  
      techniques, and procedures
 •  Assets targeted
 •  Other suspicious activity
 •  Software vulnerabilities
 •  Analysis and risk mitigation
 •  Incident response

 •  Incident details, impact analysis, and mitigation
 •  Intrusion and theft
 •  Vandalism
 •  Suspicious activity and threats
 •  Gunfire damage
 •  Meteorological events and security impacts
 •  International and domestic terrorism threats
 •  Eco-terrorist and activist group activity
 •  Business resilience preparation and incident  
      response

 •  Post directly to the E-ISAC portal (members can  
      post with attribution or anonymously)
 •  Email E-ISAC at: operations@eisac.com
 •  24-hour Operations Desk: 202-790-6000

The E-ISAC serves as the primary security commu-
nications channel for industry and enhances the 
ability to prepare for, and respond to, cyber and 
physical threats, vulnerabilities, and incidents in 
collaboration with the Department of Energy and 
the Electricity Subsector Coordinating Council. The 
E-ISAC gathers, analyzes, and shares security infor-
mation provided by members and partners; coordi-
nates incident management; enables member to 
member sharing; and communicates mitigation 
strategies with stakeholders across interdependent 
sectors and with government partners.

Information shared with the E-ISAC is protected 
from FERC, NERC, and the Compliance Monitoring 
and Enforcement Program via signed legal agree-
ments, NERC corporate policy, and physical and 
logical separation from NERC.

Cyber threats, vulnerabilities, and incident reports

Physical threats and incident reports

Ways to share information

What do members share?


